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YTO Takoe v

% AMPIRE « KunbepyuyeHus no 3awmrte 6a3 gaHHbIX

5] TpaHcnMpoBaTb

™ TnaeHan

OCHOBHaA MHGOPMaLKA MHUMAGHTE  Llenouku KuGepaTaku Beta  YuacTHMKM JlorW co6bITWA  CxemawatnoHa MaTepuans
TpeHUpOoBKU

4] CueHapum

TpeHupoBKa 3aBeplueHa NHuupeHTsI

nnatopma anst oTpaboTKu
HaBbIKOB MPOTUBOAENCTBUS [ s

LllaGnoxbl

KnBepyrpo3am -

=3 IHAHMIA

YaseumocTu M nocn enacTeMA

DrupalGeddon 2 SSH Password

YeTpaHeHo He ycTpaHeHo
CMHpHOB AnekcaHgp @alsm He Ha3HaueHo

CMS_meterpreter MySQL Password
He yeTpaHeHo

He ycTpaHeHo
He HasHaugHo He HaaHaueHo

Pecypchbl

w;

TpeHupoBKa He 3anyLjeHa. Pecypcbl HegoCTYNHbI
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&, AMPIRE FnaBHas

4 TnaskHan

AKTHMBHBIX TPEHUPOBOK

0 38 98 8

TpeHUpPOBOK NPOMAEHO CueHapues Llla6noHoB

(M) TpeHupoeku

B CueHapum

8] KoudurypaTop AKTUBHbIE TPEHUPOBKH

lMepeiTy B TPEHUPOBKM

I-E Llla6noHbl

&1 pynnel u nonb3osatent

(NN Basa sHaHuii

¢® Pecypchi cepaepa Co3aTh TPEHUPOBKY

nocﬂep‘HHe cueHapum Mepeliti B cLeHapun

= [naBHbIV 3KpaH

3, AMPIRE

BlueTeam CSIRT CSIRT Huakas  Odwc (Kondurypatop)
Lia6noHos AKTUBHbIX TPEHUPOBOK 3awmTta nnat$popmMbl KOHTpONSA

PEecypcoB npeanpuaTHUs

Coapate CLleHEﬂMﬁ CreHepupoBaTe cuekapuﬁ

CueHapum
/] CSIRT Cpepusn  Odwmc (Kongurypartop) CSIRT Huawas  Oduc (Kondurypatop)
1 07152025-GPA Ampire 3awmMTa LeneBbiX CUCTEM
— = uon
; YeepomneHun
B:
3 HacTpoiiku
TPEHMPOBKU [+]

A @ampire_video

3awuta 6a3bl JaHHbIX NPEANPUATHS

dopmar TpeHHpoBKY - Knbepyyerme
CuyeHapuii - SOC1

Ipynna - poisdbie

3awura 6a3bl JaHHbIX NPEANPUATUS

dopmar TpeHMpoBKHM - Knbepyyerne

CuyeHapuii - SOC1

Ipynna - poisdsie

Lia6noH - lNpeanpuaTne (kKoHpurypatop)
° .

AnutenbHocTs - 30

° .

Jingep - fsdi

CocTosiHMe ysi3BUMOCTeR
0/2

LWa6noH - MpeanpuaTue (KoHpurypatop)
°

AnutenbHocTs - 30

° .

Jingep - fsdi

CocTosiHue ysiaBuMocTei
0/2

CocTosiHue nocnejcTeui

CocTtosiHue nocneACcTeuii

UHumngeHTOB 3aBegeHo
0

WHuynpeHToB 3aBegeHo
0




AmpiremeTp B

L

OpeHaNPOBaHHbIX
nabdopaTtopumi

550

npoBedeHo
KnbéepyyeHnm

AEeUCTBYIOLLMNX

Knb6epnosiuroHa

300

cepTnPmLmMNpPOBaAHO
npenogaBaTenen




AmpiremeTp v
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N3 Kopobku:

YA3BMMbIX Y3/10B YA3BUMOCTEN

boeBoe nMcnosab3oBaHue

Konn4yectBo TPEHNUPOBOK 3anyck no pa3HbiM ¢popmMaTam
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——KONn4yecTBO TPEHMPOBOK —Blue Team =—Red Team ===CSIRT ==—Junior




Ka pTa “GHAMPIRE "

KnbepyueHun Ampire
B 2024 ropay

AVl )v-iesS vy
B permoHax [
Poccuu



B 3TOW Npe3eHTauum

YBA3aTb HALl NPAKTUYECKUM ONbIT MPUMEHEeHNA KnbepnosiIMroHa c Tem, YTo Bbl
y>Xe BUguTe B NPOAYKTE N YTO eLle NnpeacTouT YBuaeTb

AAPKCTOP




TeHaeHunyn Ampire nocneaHux 2-x net

1 [NoTpebHOoCTb 06y4YaTbh 3P PEKTUBHO, 2 CTpeM/ieHne K YHUBEepPCaIM3my,

MeTOONYHO N B OTrpaHN4EHHOE BpeMHA DBBHOCTODOHHEVI MNPpaAKTUKeE

* [lpenogaBaTtenun, negaroru * Cneuuanuctol b u UT
* PykoBoautenu * CTyAeHTbl, WWKOJIbHUKM
* OpraHun3aTopbl KnbepyyeHnn * Henpodwu/bHble cCneumanncTbl




ObyuaTs yacTto, 6bICcTPO, 3PPEKTUBHO

NHCTpYyMEHTbI BapnatmBHOCTb KomaHaHble

KOHTPOJA U n3 KOpOGKI/I (I)opma'ru

NAaHNPOBaAHUA

KOHTpPOJIb pecypcoB cepsepa [eHepaTop C/Iy4anHbIX CLEHApMEB Blue Team

KOHTPOJIb CEPBMCOB TPEHVPOBKM Knbeppusnyeckme creHab Red Team
KoHdurypatop Red Team

KaneHaapb TPEHUPOBOK CSIRT

KoHdurypatop nHPpaCcTpyKTypbl
Red Team vs Blue Team

- 3annaHnpoBaHo Ha 2026




Tara K

NccnepoBaHue 3aULLEHHOCTH SIEM
Red Team Labs MenTecT NHTerpaunm WAF
IT Labs 2GR Vil 2T CRELNANNCTOB MTV OTeyecTtBeHHble OC PEL] O(.:
OTpaboTka aropuTMOB AEeNCTBUM Astra Linux

Otpacau (aTaku Ha P3A, SCADA)
CVE-2025, 2024, 2023

HaBbIKM NOMCKA MO OTKPbITbIM
NMCTOYHNKAM

OSINT Pro

CueHapuu

[Mpaswnia C3U Co3aaHune npasua gna C3U

* MhguBnayanbHble doopmaThl 3annaHupoBaHbl Ha 2026



Ampire

nnatgopma ans obyveHums
ocHoBam Vb, unopposon
TMIMEHbI N TPAMOTHOCTU

MeToan4deckume nocobumsa ana npenogaBatenen m
obyyaeMbix

MpaKTWKa Ha BUPTyaJ/iIbHON MHPPACTPYKTYpE C
oTeyecTtBeHHbIMU OC

[TpnMmepbl BHEOPEHNM:

"eonHOpMaLMOHHbBIE CUCTEMBI

OnpegeneHne MecTononoXxeHuns no ¢oTo

[lonckoBble CUCTEMBbI
3aluuTta oT counanbHOW NHXEHEPUN

LindppoBon cnen

3alwmTta oT MHOPMaLIMOHHOIO BO34ENCTBUS HacTpoiiki npuBaTHOCTY

3au.|,|/|Ta NMNepCcoHalribHbIX aHHbIX

CKpbITble OaHHbIE B dpannax
be3onacHoe noBegeHue B HTEpHETE

[locToBEpPHOCTL MHG OPMaLIUK

YTeyka gaHHbIX
CeTeBoM aTUKeT LLindpposaHne

NccnepoBaTtenbckasd akTUBHOCTb

Be3onacHOCTb NUYHbIX YCTPOWNCTB

KoHduraeHumanbHOCTb AaHHbIX



KnbepyuyeHmnmn Ha Junior

J1abbl Ha 40 MWH € aKLEeHTOM Ha PTOC n OPI

«l'yrnéx» BbiTecHsaeTca «AnncuKkom»

ABTOMaTMYyeCcKaa NpoBepKa 3a4aHNN

3anpoc Ha rmbknn noaxoa K ypokam

Pa3HOro GopMara HoBble TUNbl 3a4aHNM

XenaHne Buaetb 60/blle NHTEPAKTMBA
NHTepakKTUBHbIe 334aHNA

[Mbkaa cucTemMa BbICTaBJ/IeHUA OLLeHOK



Ampire

Cneunanuctbl AT
CneunanuncTbl

HauynHawowme

Pa3paboTtumkmn C3U1 cneumanancrobl

e—

LLIKONbHNKM Pa3paboTtunku u

DevOps
HenpodwuibHbie

cneunanuncTbl OTpacnesble
crneumasincTbl
Pe3toMme c Ampire 3a MecsL; Pe3tome ¢ Ampire 3a roa;.

Ampire ge-$akTo CTaHOBUTCA
NpaKTU4YeCcKkon NoArotToBkm B obnactm b



A

vormrornr - 3 AMPIRE

Cnacnbo
3a BHUMaHuel

[eoprnn MesinxosB

MeHepKep NpoayKTa

+7 (495) 737-61-97
info@amonitoring.ru

a t.me/pm_public u @AMonitoring ampire.team
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